Cybersecurity Chronicles Newsletter | Aug 24
2021
We appreciate you choosing to receive our weekly newsletter. Each edition includes our own personal
selection of the latest important articles trending in the world of Cybersecurity. If you wish to no longer
receive this newsletter, please click the link at the bottom of the newsletter.

.... .- -.-. -.- . .-. ... : Hackers Spotted Using Morse Code
An evasive year-long social engineering campaign wherein the operators kept changing
their obfuscation and encryption mechanisms, including relying on Morse code.

HEALTHCARE: IMPROPER ACCESS OF CONTACT TRACING INFORMATION
The Indiana Department of Health notified nearly 750,000 individuals of a data theft
incident from the state’s COVID-19 online contact tracing survey due to a security
misconfiguration.

1

TELECOM: T-Mobile's 5th Data Breach in 3 Years - 40M Affected
Continued investigation of the T-Mobile breach revealed that over 40 million records of
former or prospective customers were stolen, along with the personal data of about 7.8
million current postpaid customers.

HEALTHCARE: Health System Crippled by Ransomware
Patient care services at Memorial Health System were disrupted owing to a
ransomware attack by the Hive group. Clinical and financial operations also suffered.

FINANCE: Bank Leaked Customer Info via Website and Mobile App Bug
The presence of a technical bug on the banking website and mobile application of
Chase Bank laid bare sensitive information of some customers.

RANSOMWARE: Perspectives in Healthcare Security Report
Approximately 48% of U.S. hospitals have had to disconnect their networks to mitigate a
breach in the past six months because of ransomware infections, as per a study by
Philips and CyberMDX.

RANSOMWARE: ‘It’s in everyone’s interest to get this under control’
On Last Week Tonight, John Oliver delved into the murky, increasingly common and
destructive world of cyberattacks, particularly ransomware...

GOVERNMENT: Two Public Wastewater Plants Hit by Ransomware
The Department of Environmental Protection, Maine, released an alert for municipalities
and water-sector professionals, warning them after ransomware intrusions at two
wastewater treatment plants.

From the Netswitch Blog
MDR and Its Significance in Digital Transformation

Managed Detection and Response (MDR) was created in response to the need for
a service that could address cyber threats that traditional Managed Security
Services (MSS) could not detect accurately and respond to. This service is a
combination of technology and skills that deliver advanced threat detection, faster
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mitigation, deep threat analytics, global threat intelligence, and collaborative breach
response 24x7x365.

P.S. Whenever you're ready, here are 3 ways we can help:

1. Get To Know Us Better Via The Cybersecurity Chronicles Podcast
CLICK HERE to listen and subscribe.

2. Join Our "Quick Start" Pilot Program
* Reduce security incidents by over 90+%
* Meet over 13 types of GRC requirements
* Learn where to improve
We’re looking for organizations who'd like to address their risk level in
Cybersecurity and Governance at NO COST during the next 60 days.
To find out more just email us at contact@netswitch.net or call 415-799-9229.

3. Receive Up To $250,000 of Cybersecurity Insurance at No Cost
You may qualify to receive up to $250,000 worth of cyber insurance cover - 100%
without charge. To find out more hit reply using the subject line ‘Cyber Insurance’
and we’ll send you more details.

About Netswitch
We have been serving the cybersecurity needs for Small to Midsize Enterprises since
2000.
Netswitch invented CyberRisk Governance System™ and is recognized by Gartner as a
pioneer in Managed Detection & Response - 2016 Gartner Market Guide.
Our proprietary Integrated Platform as a Service has successfully reduced MTTD &
MTTR by over 90% for our customers.
Please schedule a time to chat Sean Mahoney

Schedule A Demo
Any articles, information, or links are provided by Netswitch for reference only. While we strive to
keep the information and links correct and safe, we make no representations or warranties of any
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kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability
with respect to the website or the information, articles, or related graphics contained on the
destination website. Any reliance you place on such information is therefore strictly at your own
risk.
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